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Overview

OpenStack Infrastructure-as-a-Service (IaaS)
environment

Compute, storage, network, orchestration, load
balancing
Run VMs to provide services linked to HPC
filesystem DATA
Orchestration using OpenStack Heat
Load Balancer as a Service (LBaaS) using
OpenStack Octavia

Intended and existing workloads
Scientific services connected to HPC
Jupyter JSC

Further information and reference:
https://go.fzj.de/jsc-cloud

JSC Cloud

vCPU 9312
Memory 30.5 TB
GPU 12x NVIDA A100 80GB

16x NVIDIA V100 16GB
4x AMD MI210

NVMe 32x 1TB
6x 3.84 TB
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https://go.fzj.de/jsc-cloud


OpenStack
Software and services

OpenStack Zed release
released 2022-10-05
we try to balance stable operation and tracing current versions

Services
Keystone – authentication and service registry
Horizon dashboard – convenient Web UI appropriate for many simple tasks
Nova compute – virtual machine (VM) service
Neutron networking – software defined networks
Cinder volume – virtual block devices
Glance images – template images for VMs
Heat orchestration – infrastructure management
Octavia load balancing – load balancing as a service
Neutron VPNaaS – cross-site (or project) VPNs
Sahara – data processing through virtual clusters
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https://releases.openstack.org/zed/index.html
https://cloud.jsc.fz-juelich.de/


Authentication

Login options

Infrastructures
JSC Login Service (JuDoor)
Fenix AAI
Helmholtz AAI

Commandline access through
application credentials
Existing Cloud project is a prerequisite
for using JSC Cloud
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Nova
Virtual machine service

Nova manages the lifecycle of virtual machines (VMs) that have
a number of CPUs
an amount of main memory
storage: system, ephemeral, swap
access to specific hardware (NVMe, GPU)
data storage: volumes
network ports
a template image containing an operating system
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Nova
Virtual machine service

Nova manages the lifecycle of virtual machines (VMs) that have
a number of CPUs
an amount of main memory

Nova
storage: system, ephemeral, swap
access to specific hardware (NVMe, GPU)
data storage: volumes � Cinder
network ports � Neutron
a template image containing an operating system � Glance
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Nova
Flavors

We are using a subset of the Sovereign Cloud Stack (SCS) flavors of the form

Example

SCS-16L:32:20n or SCS-nL:m:l-features

with
n → number of CPUs (L for low performance or high oversubscription)
m → amount of main memory (RAM) in GB
l → size of root disk in GB (n for network shared storage)

Use openstack flavor list or the Web UI to see available flavors. Some examples:

SCS-2L:4:20n
SCS-16L:64:20n-z2-nvme

SCS-1L:1:20n
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https://docs.scs.community/standards/scs-0100-v1-flavor-naming


Networking
Specific networks at JSC

floating IPs realized in router as
DNAT/SNAT
VMs without floating IPs not accessible
from the outside and SNATed in
outbound connections
all new projects will be equipped with a
router and internal network, such that
you can immediately start working.
JSC’s DNS servers will be configured in
the internal network
xcst is a special purpose network for
accessing DATA HPC file system

in
te

rn
a

l – e.g. 10.0.1.0/8

xcst – 192.168.74.0/23

dm
z-jsc-cloud —

 134.94.198.0/23
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Network setup
Security groups and perimater firewall

OpenStack firewall freely configurable
Restrictions apply for inbound
connections in perimeter firewall

Globally available services and ports:
HTTP (80), HTTPS (443), SSH (22),
7000–7020
Available from HPC systems: MySql
(3306), PostgreSQL (5432)

Outbound connections: anything but
MTA (25) aka. SMTP

80
443

22

7000-
7020

Perimeter OpenStack

3306
5432

HP
C 
sy
st
em
s↓

Gl
ob
al
↑
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Commandline interface
Prerequisites

Python virtual environment
Download credential files from the web interface (cf. authentication)

Run the following in your shell:

$ python3 -m venv openstack

$ source openstack/bin/activate

$ pip install python-openstackclient

Authentication:
Option 1: Download and source openrc.sh

Option 2: Download clouds.yaml, put it in one of
current working directory as clouds.yaml or
∼ /.config/openstack/clouds.yaml
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Data access
VMs and the DATA file system

JSC Cloud / OpenStack cluster
Hosts virtual machines (VMs) for communities
Potentially administered by externals, bound by acceptable
use policy

Enable access to data beyond perimeter of SC facility
Web interfaces, databases, post processing, . . .
Users of service likely unknown to SC directory
information service

Access Method
POSIX file systems ($DATA) accessible in VMs via NFS
mount from CES servers
Server side UID squashing

– ensures consistency
– requires services to manage data accordingly
– read-write or read-only

/p/largedata/slai
/p/largedata/slbio
/p/largedata/slchem
/p/largedata/slcm
/p/largedata/slfire
/p/largedata/slfse
/p/largedata/slkit
/p/largedata/slmet
/p/largedata/slnpp
/p/largedata/slns
/p/largedata/slpp
/p/largedata/slqip
/p/largedata/slts

rgedata/slfse/...
rgedata/slkit/...
rgedata/slmet/xyz
rgedata/slnpp/...
rgedata/slns/...
rgedata/slpp/...
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OpenStack and cloud training

Regular, annual training: last time February 18, 2025 online
https://indico3-jsc.fz-juelich.de/event/212/

Next occasion to be announced
Topics

OpenStack core services: Nova, Neutron, Cinder, Glance
Advanced services: Kubernetes, Heat, Loadbalancers
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https://indico3-jsc.fz-juelich.de/event/212/


Summary
JSC Cloud

OpenStack
Project web site: https://www.openstack.org/
Documentation: https://docs.openstack.org/

JSC Cloud:
User support: sc@fz-juelich.de
Web dashboard: https://cloud.jsc.fz-juelich.de/
Documentation: https://go.fzj.de/jsc-cloud, includes how to apply for a project
Support: #jsc cloud support on Rocket.Chat
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https://www.openstack.org/
https://docs.openstack.org/
mailto:sc@fz-juelich.de
https://cloud.jsc.fz-juelich.de/
https://go.fzj.de/jsc-cloud
https://apps.fz-juelich.de/jsc/hps/jsccloud/access_cloud.html##applying-for-a-project
https://chat.fz-juelich.de/channel/jsc_cloud_support

